





- MTH(OpMaLIUIO, 3alATa KOTOPO#H ITpeJyCMOTPEHA 3aKOHOAaTeIbHEIMY akTamMu PO, B
T.4. IEPCOHANBHBIEC JaHHBIE,

- CpPeacTBa ¥ CHCTEMBI UHQOpPMATU3alMM — CPEACTBa BBIYHCIHTEIBHON M
OpraHU3alMOHHON TEXHWKH, OKaJbHOM ceTH, OOLUeCUCTEMHOE H© MNPUKIaJHOE
NporpaMMHoOe obecrneueHue, aBTOMATU3MPOBAaHHbIE CHUCTEMBI YIpaBjieHHs paboyuMu
MECTaMM, CHCTEMBI CBS3M M TepeJayd JaHHBIX, TeXHHYecKHe cpeiacTBa cbopa,
PETUCTpalUY, epeaadn, 00paboTKU U 0ToOpaXkeHus UHGPOPMaLIUH.

1.6. Cuctema nnpopmanronHoi 6e3onacHocty (aanee - CUB) nomkna ob6s3arensHO
obecneyuBaTh:

- KOH(QUJIEHUHANbHOCTh (3alUMTY HHQOPMALUH OT HeCAHKUMOHHPOBAHHOTO
PacKpbITHA WU MIEpPEeXBaTa);

- LEJOCTHOCTh (TOYHOCTH U TIOIHOTY MHPOPMAH U KOMITBIOTEPHBIX POTPaMM );

- IOCTYTTHOCTB ( BO3MOXXHOCTD NTOJy4eHUA TOIB30BaTENIAMU WH(GOpMALIUU B IIpeleax
HAX KOMIIETEHLIVH ).

1.7.  OOecnedyeHne UHPOPMAUUOHHOM OE30MACHOCTH  OCYILUECTBIALTCS [0
CIeYIOUIMM HaIlpaBIIeHUsM:

- MpaBoBas 3alllMTa — 3TO CNEUMA/IbHBIE 3aKOHBI, JpyTHe HOPMAaTHUBHbIE aKThl,
IpaBHia, NPOLENYPbl U MEpOonpusiTHs, obecrneduBaiollye 3alIUTy HHPOpPMAlUH Ha
[IPaBOBOM OCHOBE;

- OpraHHW3alMOHHas 3allIUTa —~ ITO perylaMeHTaLUsl [IPOU3BOACTBEHHON AEATENILHOCTH
H B3aHMOOTHOLIEHHH HCIMOJHUTEIEH Ha HOPMATUBHO-NIPAaBOBOH OCHOBE, UCKIIIOYArouias
W14 ociab1sollas HaHeCeHHe Kakoro-aubo yuepoba;

- HH)KEHEPHO-TEXHUYECKasd 3alliTa — 3TO MCIIOIb30BaHHE PA3IUYHbIX TEXHUYECKUX
CPEACTB, NPENATCTBYIOUIMX HaHeCeHHIO yllepoa;

1.8. Mudopmanunonnas 6e30nacHOCTh BKIIIOYAET:

- 3QLLIUTY UHTeJUIeKTYalbHOH cOOCTBEHHOCTU 00pa3oBaTeIbHON OpraHu3alny;

- 3alIUTY KOMIIBIOTEPOB, JIOKAJNBHBIX CeTell M CeTH MOJKTIOUEHHS K CUCTEME
WHTtepHeTa;

- OpraHU3alMI0 3alUThl KOHGUISHIMATEHOH UHPOPMALUH, B T. Y. IePCOHATBHBIX
JaHHBIX paOOTHUKOB U 00y4alOIIUXCH,

- yueT Bcex HocuTeslel KoHpUuaeHIIMANbHON HHPOPMaLUH.

2. lean u 3a1a4u olecileyeHus 0e30MacHOCTH HHpOpMaLHH

2.1. I'naBHO# Lenbto obecrnevenns Oe3onacHocTH UHGOPMALNY, HUPKYIUpYIOLIei B
llxosne, sABNAETCA pealu3allds II0JIOXKEHMM 3aKOHOJATE/JBHBIX akToB Pocculickoi
MdenepauMy ¥ HOPMATHUBHBIX TpeOOBaHUM MO 3aumMTe HHOOPMAaLUH OrPaHUYEHHOTO
IOCTyna (Jajgee Mo TEKCTY - KOHQUISHUWATbHOM WM 3allvMiiaeMoi HHGOpMALUH) H
npeoTBpalleHue yiepba B pe3yspTaTe paslylallieHs, yTpaThl, YTE€YKH, UCKAKEHHSA M
YHUUTOXXEHHS MHGpOpMalMM, ee HEe3aKOHHOIO HCIO0J1b30BaHMS U HapylleHUs paboThl
HUH(popMaLMOHHOH cpesl LLKobL.

2.2. OcHOBHBIMH LieNIAMHU oOecrieyeHus 6e30macHOCTH HHPOpMaLKH ABISIOTCS:
- TpeldoTBpalleHHe YTeUKH, XHLIEHHs, WCKa)XE€HUsA, MOAAENKH HH(popMmaluy,
uupKyaupytoue# B llkone;









3.IlpaBoBble HOpMbI o0ecneyeHuss HHGOPMAUHOHHOH 0€30MaCHOCTH

3.1. lllkona uMeeT MpaBo ONMpPeaeIsiaTh COCTaB, 00BEM U NMOPSIOK 3alIUTHl CBEICHUI
KOH(UIEHIHATLHOTO XapakTepa, MEePCOHANBHBIX AaHHBIX oOydaroumxcs, paGOTHUKOB
[IIkonsl, TpeGOBaTh OT CBOUX COTPYNHHUKOB OOECIEUEHHs COXPAHHOCTU M 3aUIUThI 3THUX
CBEIEHUH OT BHELIHUX U BHYTPEHHHUX YIPO3.

3.2. llIxona o6s3aHa 0becneynTh COXpaHHOCTh KOHGHACHIMATBEHON HHOPMALIHH.

3.3. AIMUHHUCTpA U LIKOJIBI:

- Ha3HavaeT OTBETCTBEHHOro 3a obecneueHne HH(POPMALUOHHON 6e30MacHOCTH;

- U30AET HOPMATUBHEIE U PACIIOPSAUTEIBHBIE JOKYMEHTBI, ONPEACIIAIOIIHUE TOPIAOK
BBICIIEHUS CBEAEHUN KOHQUACHIIMATBHOIO XapakTepa U MEXaHH3MBI UX 3allUTHI;

- HMMeeT IpaBO BKIWOYaTh TpeOoBaHUs NO obecrnevyeHHio HHGOOPMAILHOHHOM
©e30M1acHOCTU B KOJUIEKTUBHBIN 10IOBOD;

- IMeeT NPaBo BKIIOYATH TPeOOBaHMSA [0 3aIIUTE HHPOPMALIUU B JOTOBOPEI 110 BCEM
BHJIaM JEATECNBHOCTH;

- pa3pabaTbIBaeT NnepeueHb CBeAeHHM KOH(PHASHIINATBHOIO XapaKTepa,

- IMEET NpaBo TpeOOBATH 3aALIUTHI HHTEPECOB LIKOJIBI CO CTOPOHBI MOCYAaPCTBEHHBIX
U CyeOHBIX HHCTAHIIHUH.

3.4. OpranuzanyoHHble ¥ (GYHKIAOHAJBHBIE JOKYMEHTHI M0 00eCMeveHuro
HH()OPMAIHOHHOM 0€30MacCHOCTH:

- npuka3z gupekTopa llIkonel o HasHayeHHWH OTBETCTBEHHOro 3a obecrneyeHue
HH(QOPMALMOHHON 0€30MacHOCTH;

- IODKHOCTHBIE O0OS3aHHOCTH OTBETCTBEHHOTO 3a obecrneyeHue MHGOPMALMOHHOM
0e301macHOCTH;

- IlepedeHb 3alHIaeMblX HHOOPMAIIMOHHBIX PecypcoB 1 6a3 JaHHBIX;

- MHCTPYKLHUS, ONpeesionas IMopsoK NpeaocTaBlIeHHs] HHGOpMaLHUd CTOPOHHUM
OpraHu3alMsiM IT0 HX 3afpocaM, a TakxKe I10 NpaBaM J0CTyna K He# coTpyauuxoB IlIkomsl
 Ip.

3.5. Iopsnok nonmycka cotpyaHukos [konsl k HHPOPMaLIUMK ITpeaycMaTprUBaeT:

- TpuHATHEe pabOTHUKOM 00s3aTeNbCTB O HepasIVIAleHUW [OOBEPEHHBIX €My
CBeJleHUH KOHPHUAEHIIHAILHOTO XapaKTepa;

- O3HakOMJIeHHe paboTHHKa ¢ HopMaMH 3akoHomatenbcTBa P@ u 1llkonbel 06
UH(pOpPMaHOHHON ©€301IacCHOCTH M OTBETCTBCHHOCTH 3a pasrialleHue HHGOpMaluy
KOHGUISHIMATBEHOTO XapaKTepa;

- HHCTPYKTa)X pabOTHHUKA CTIeLMaNIUCTOM N0 HHPOpMaLMOHHON 0€30MacHOCTH,;

- KOHTponb pabOTHHKA OTBETCTBEHHBIM 3a MH(MOPMAIIMOHHYIO 0€30MacHOCTh IIpH
pabote ¢ nHPOpMaLHel KOHPUIEHLINATbHOIO XapaKTepa.

4. Acnoab3opanue cetH UHTepHeT

4.1. Hcnonp3oBanue cetd MWurepuer B IlIkone OCYIIECTBISETCS B LENAX
obpa3oBaTenbHOrO Mpollecca. B paMkax pa3BUTHUS JIMYHOCTH, €€ COLMalIU3aluu U
MOJyuYeHHs 3HaHUH B 00aCTH KOMIBIOTEPHON I'PaMOTHOCTH JIMILIO MOKET OCYLLECTBIATH
JIOCTYyI K pecypcaM He oOpa3oBaTenbHON HanpaBlIeHHOCTH.



4.2. PaborHuku LlIkoms! BIpaBe:
- pa3MeliaTh HHPOPMaLHIO B ceTU VIHTepHeT Ha UHTepHeT-pecypcax lllkonsr;
- UMEThH YUETHYIO 3alIUCh DNIEKTPOHHOM MOUTHI HA HHTEPHEeT-pecypcax 1lIkosbl.

4.3. PabGoruuxam Illxonel 3ampelieHo pa3Mmelwatb B ceTd ViHTepHeT MU Ha
o0pa3oBaTebHBIX pecypcax HHHOPMALHIO:

- TpPOTHBOpeYalllyl0 TpeOdOBaHMAM 3aKoHoZaTenbcTBA PP M JIOKajJIbHBIM
HOpMaTUBHBIM akTaM llIkomsi;

- He OTHocauywcss K oOpa3opaTelbHOMY TIpolleccy U He CBS3aHHYIO C
aesTenbHOCThIO LIKomb;

- Hapyllalollyld  HpaBCTBEHHble W  JTHYECKHME  HOPMBI,  TpeOoBaHUS
npogeccHOHaIBHOMN 3TUKH.

4.4. Obyuarowuecs 111kons! Bnpase:

- WCHIOIB30BATh PECYPCH], pa3MelleHHbIe B ceTU VIHTepHET, B TOM 4HUClle HHTEPHET-
pecypebl lllkonbl, B Mopsiike W Ha YCIOBUSAX, KOTOpPbIE IpPeLyCMOTPEHBl HACTOALIUM
[Tonoxenuewm;

- pa3MeInaTh HHPOPMaLIMIO ¥ CBEACHHS Ha HHTepHeT-pecypcax I1Ikosl.

4.5. ObyuaroiueMycs 3anperieHo:

- HaXOOWThCS Ha pecypcax, coaep)KaHHe U TeMAaTHKa KOTOPBIX HEeIOMyCTUMa IS
HECOBEPILEHHONETHHUX U/U.IM HapylllaeT 3aKoHOAaTelbcTBO PO;

- OCYILECTRIIATH ;1t00ble CAEIKU Yepe3 UHTEPHET,

- 3arpyatb (aiael Ha komnbtoTep lllkoapl 6e3 paspeuieHHs YNOJTHOMOYEHHOTO
Ju1a;

- paclpoCTpaHATh OCKOPOUTENBHYK), HE COOTBETCTBYIOLIYIO A€HCTBUTEIBHOCTH,
MIOpOYaNIyIo APYTUX JIUL HHOOPMALUIO, YTPO3EIL.

4.6. 3anpeT M CHATHE TAKOTO 3ampeTa Ha JOMYCK NoJb3oBaTeleld k paboTe B ceTH
HuTepHer ycraHaBnuBaeT yIIOJHOMOYEHHOE JIMLO, Ha3HaYeHHOE MPHKa30M IHpeKTopa
k0Bl

4.7. Ecnu B npouecce paborsl Mosnp3oBaTesieM Oyner oOHapykeH pecype,
COAep>KMMO€e KOTOPOro He COBMECTHMO ¢ LieJsIMU 00pa3oBaTesIbHOI0 npolecca, oH 0043aH
HE3aMELIMTEIBHO COOOIWMTE 00 3TOM YNOTHOMOYEHHOMY JIMLY € YKa3aHHEM HHTEPHET-
ajpeca (URL) u nokKMHYTH JaHHBINA pecypc.

4.8. Yo1HOMOUYEHHOE JTULO 00513aHO0:

- IPUHATH cOODIlIeHHE T10;1b30BATEIs;

- IPMHATH MEPBI 0 OTKJIIOUECHHIO BBIXO/Ia HA JaHHBIN PeCype ¢ HHTEPHET-PECYPCOB
[1Ikonsi;

- ecJIi OOHapY)KEHHBIH pecypc SBHO HapyllaeT 3aKOHOAATENbCTBO PD - coob1wuTs 0
HEM IO CIEUMAJbHOM «Tropsued JUHUM» AN [PUHATAS Mep B COOTBETCTBUHU C
3aKOHOAaTeNbcTBOM PO (B TeyeHHUE CyTOK).

[lepenaBaemas HHpOpMaLKs JOIKHA CONEPXKaTh:

- uuTepHeT-aapec (URL) pecypca;



- TEMATUKY pecypca, NMPEANOIOKEHUS O HAPYLICHUH PECYPCOM 3aKOHOAATENhCTBA
P® nubo HecoBMECTUMOCTH ¢ 3a71a4yaMut 00pa3oBaTesIbHOrO MPOLECcca;

- IaTy ¥ BpeMs OOHapy KEHHUS;

- UH(OpMaLKIO 00 yCTaHOBIEHHBIX B 00pa3oBaTebHOH OpraHU3alliy TEXHUUEeCKHUX
CpeAcTBaxX OTpaHUYEHUS JOCTYIa K HHPOpMAIIUH.

5. Meponpusitusi no odecrieyeHno HHPopMaUHOHHOH Oe30MIaCHOCTH

. s ofecneueHus uHpopmanuonHoi OesomacHoctd B [lkome TpGGyGTCﬂ

npOBeueHne CIeIyIOUINX TIEPBOOYEPEIHBIX MEPOIIPHATHH:

- 3aIIUTa UHTEIIEKTYaAIbHOM cobcTBeHHOCTH 11IKOMIBI;

- 3alUTa KOMIBIOTEPOB, JIOKAJBHBIX CETe U CETH MOAKIIOUYEHUS K CHCTEME
WHurepHeTa;

- OpraHM3alMs 3allHUThl KOHGbHAeHIHAIbHOH HHGOpMaUUK, B T. Y. [I€PCOHANbHBIX
JaHHBIX paOOTHUKOB U o0yuaromuxcs 11Ikonsr;

- y4eT Bcex HocuTenel KoH(puaeHIHANbHOH HHGOpMAaIIHH.

6. Opranu3zauus paborbl ¢ HHPOPMANHOHHBIMH PeCypcaMH H TEXHOJIOTHSIMH

6.1. CucreMa opraHusalyu JeN0NpOU3BOACTBRA:

- yd4erT BeceH JokyMmeHTauuu Llikosbl, B T.4. ¥ Ha JJEKTPOHHBIX HOCHTEINX, C
KJIaccuukauue no chepe NpUMeHeHuUs, AaTe, COACPKAHHIO;

- perucTpauus M Yyd4eT BceX BXOAALMX (ucxonsmmx) AoxkyMeHToB Illkombl B
CHELMAIBHOM )XypHaje HMHQOpMalUM O JaTe MOay4eHHs (OTIPABJICHHA) MOKYMEHTa,
OTKYyZa IOCTYIIUI UM KyZa OTIIPaBJICH, - KIaccu®uKauus (MMcbMO, IIPUKa3, paclopshHKeHHe
UT. 1)

- perucTpauusi JOKyMEHTOB, C KOTOPBIX [EIar0TCs KOIMHU, B CNELHMAIbHOM XypHase
(HaTa KONMMpOBaHUs, KOJMYECTBO KOIMH, I/l KOTO WIH ¢ KaKOH LENbIO NPOU3BOIMUTCA
KOIIUpOBaHUE);

- 0cOOBI{ peXXUM YHUYTOXEeHUS JOKYMEHTOB.

6.2. B xoze ucrone3oBaHud, Nepeaadyy, KOMUPOBaHUS M UCIOIHEHHS JOKYMEHTOB
TaKKe HeoOXoIUMO cOOII0AaTh ONpeaeIeHHbIe paBuIa:

6.2.1. Bce mOKyYMeHTBI, HE3aBUCHMO OT rpuda, NepeAaroTcs HUCMOIHUTENO IOJ
POCIIUCH B XKYpHAJE y4eTa JOKYMEHTOB.

6.2.2. JIoxyMeHTHI, Iella U u3gaHus ¢ rpudoM «Insa cmyxeOHOro Mosb30BaHUA»
(«OrpaHH4YeHHOTO TMOJIL30BAHUS») JOMKHBl XPAHUTLCS B CIYXKEOHBIX NOMELICHUAX B
HAIE)KHO 3aIMpaeMbiX W oredarbiBaeMbIX mkadax. [Ipr 3ToM DOMKHBI OBITH CO37aHBI
ycnoBusl, obecneduBatole UX GU3NHeCKyr COXPaHHOCTb.

6.2.3. BeinanHele a1s paboThl jJena ¥ AOKYMEHTH ¢ rpudoM «[as ciyxkeOHOro
NoaB30BaHus («OrpaHU4YeHHOro M0JIb30BaHUAY» ) TTOJIEKAT BO3BPATY B KAHLEIAPHUIO B TOT
e JEeHb.

6.2.4. Ilepemaya MOOKYMEHTOB HCIIOJIHUTENK MPOU3BOJUTCA TOJNBKO 4epes
OTBETCTBEHHOIO 33 OPraHU3aLUIO JeN0MPOU3BOACTBA.

6.2.5. 3ampemaercs BBIHOCUTH JOKYMEHTBl ¢ rpudoM «1sg ciayxebHOro
II0JI30BaHUSD) 32 TPelebl LIKOJIEL.

6.2.6. [Ipu cMeHe paGOTHUKOB, OTBETCTBEHHBIX 3a yUeT ¥ XpaHeHHe JOKYMEHTOB, JeJl
¥ U3JaHUi, COCTaBIAETCS 10 NPOU3BOILHON (HOpMe aKT IpUeMa-nepeaadyy J0KyMEHTOB.



6.3. /lna opranu3aluy JeJI0IpOU3BOACTRA MPUKA30M THPEKTOPA LIKOJIBI HA3HAYAETCS
OTBETCTBEHHOE JIMLO. /JIeIONpPOH3BOACTBO BEAETCS Ha OCHOBAHMH MHCTPYKUHUH TIO
OpraHM3aliy [eJIONPOMU3BOACTBE, YTBEP)KACHHOW AUPEKTOpOoM LIKo.bl. KoHTponb 3a
MOPAAKOM €ro BEJEHHS BO3/IaraeTcd Ha OTBETCTBEHHOTO 3a HHMOPMALHOHHYIO
6€30MacHOCTb.

7. O cHCTEMHOM aIMHHHCTPHPOBAHUH H 00SI3aHHOCTAX OTBETCTBEHHOTO 32
HHGOPMALTHOHHY IO 6€30MaCHOCTDb

7.1. 3agaum, cBsA3aHHBlE C MepaMH CHCTEMHOTO  aJIMHHHCTPUPOBAHMUS,
obecneunBaoero MHGOPMALIMOHHYIO 0€30MacHOCTh, SBIAIOTCH YacTblo  paboThi
cucteMHoro agMuancTpartopa B MbOVY «Oxuoypanbsckas COLLL ».

7.2. Jlns pelleHds 3anad  WHQOPMaLMOHHOH O€30MacHOCTH  CHCTEMHBIH
aJAMHHHCTpATOp 00s13aH:

- CIIEIUTh 3a cobiofieHHeM TpeOOBaHWH IO MApOJIBHOW 3alldTe, B TOM YHUCTE
OCYIIECTBIIATh H3MEHEHHE ITapoJlel 1o Mepe HeoOXoaUMOCTH (yTpaTa [1apos, [IoABIeHHe
HOBBIX [10J130BaTE/IEH B CBSA3HU C U3MEHEHHEM KaJApOBOI0 COCTaBa U I1p.);

- obecnieyuBaTh HYHKIIHOHUPOBAHKE [IPOrPAMMHO-aNTIAPAaTHOTO KOMILIEKCA 3aIlHThl
T10 BHELIHUM LH(POBBIM JTUHUSIM CBS3H;

- obecrieunBaTh MEPONIPUATHS 110 AHTUBHPYCHOH 3aIlIUTE, KaK HA YPOBHE CEPBEPOB,
TaK i Ha YPOBHE IOJIb30BaTEICH;

- obecrneyuBaTh HOPMallbHOe (YHKIHMOHHPOBAaHHE CHUCTEMBI  Pe3epBHOIO
KOIIUPOBAHUS.

8. AHTHBHPpYCHasl 3alLHTA

8.1. [IlpaBuna nonp30BaHUS BHEIIHMMH CeTeBBIMH pecypcamu (MHTepHerT,
3MeKTPOHHAsA no4Ta U T.J.). OCHOBHBIM cNOCOGOM MPOHHKHOBEHHA KOMITBIOTEPHBIX
BUPYCOB Ha KOMIIBIOTEp IIONIb30BaTeNls B HacTosmee BpeMs sBiusercs HHTepHerT u
JNIEKTpOHHas Moura. B CBA3M ¢ 3TUM He pgomyckaercs pabotra Oe3 opraHu3alWd
AQHTUBMPYCHOM  3aIIUTHL. AHTHBUpPYCHAs  3aIllUTAa OPTaHWU3YeTCs  MOCPEIACTBOM
JTMLIEH3UOHHOTO aHTHBUPYCHOIO NMPOrPaMMHOTO o0ecrneyeHus.

8.2. OOCHoBneHuHe 0a3bpl HUCIOJB3YEMOTO  AHTUBHUPYCHOIO  IPOrPaMMHOIO
obecriedeHUs OCYHIECTBIISIETCS aBTOMAaTHYECKH He pexke | pas3a B CHb.

8.3. 3a cBoeBpeMeHHOe OOHOBJIEHUE aHTUBUPYCHOTO IPOrPaMMHOI0 o0ecleueHus
OTBEYAET CUCTEMHbIN aIMUHUCTPATOP.
9. 3ak104YHTE/IbHBIE NO.10/KEHHSA

9.1 IlonoxeHue ABNAETCS TOKAIEHBIM HOPMaTUBHBIM aKTOM. H3meHsetcs,
NPMHHUMAETCs, OTMEHAETCS B COOTBETCTBUH € Y cTaBOM 00111e06pa30BaTeIbHOTO
Y4peKIeHUS



